
Lehigh University Recommended Lantronix UDS Settings 
 

 

Follow these guidelines for a more secure Lantronix setup on Lehigh's network. 

 

1. Start -> Run -> telnet 128.180.xxx.yyy 9999 
 

 
 

 

 

 

 

 

 

2. Type your password and press <ENTER> 
 

 
 

  



 

3. Select option zero and press <ENTER> 
 

 
 

 

 

 

 

 

 

4. Instruct the Lantronix box to use DHCP by entering 0.0.5.0 and press 
<ENTER>. Note that the screen display the current values as you type in the 

new ones. 

 

 
 

 

 

 



5. Repeatedly press <ENTER> to leave all settings as their defaults. We will 
set up an enhanced password shortly. 

 

 
 

 

 

 

 

 

6. Select option six and press <ENTER> 
 

Disable SNMP =   Yes 

Disable Telnet =  No (or you will physically have to visit each Lantronix box 

to change anything in the future) 

Disable TFTP = Yes 

Disable Port 77FEh = Yes 

Disable Web Server = Yes 

Disable Web Setup = Yes 

Disable ECHO Ports = Yes 

Enable Enhanced Pwd =  Yes 

Change the Password = Yes (set your new longer password here) 

 

 



 

 

7. Select option nine and press <ENTER> to Save & Exit 
 

 
 

 

The Lantronix box is now as secure as it can be. 
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