Vista Wireless connections to LU

1) Click the Windows Start Button, and from the options listed, choose “Connect To”
Computer

M etwork
Connect To

Control Panel

Default Programs

2) Onthe Connect to a network window, choose: Set up a connection or network.
NOTE: You may or may not see the lu and/or other wireless networks listed for the

area you are located.
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3) Onthe Set up a connection or network window, choose: “Manually connect to a
wireless network”, then click Next
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L) @ Set up a connection or network:

Choose a connection option

»

Connect to the Internet —
Set up a wireless, broadband, or dial-up connection to the Internet.

Set up a wireless router or access point
Set up a new wireless network for your home or small business.
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Manually connect to a wireless network
o connect to a hidden network or create a new

& Setup awireless ad hoc (computer-to-computer) network
&N Set up a temporary network for sharing files or an Internet connection.

Set up a dial-up connection
Connect through a dial-up connection to the Internet.

4) Complete the form by selecting the following options:
a. Network name: Iu
b. Security Type: 802.1x
c. Check box for Start this Connection Automatically

Click NEXT
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@ @ Manually connect to a wireless network
Enter information for the wireless network you want to add
MNetwork name: lu
Security type: 802.1x M
Encryption type: WEP
Security Key/Passphraze: Display characters

[#]iStart this connection autematically: I

[[] Connect even if the network is not broadeasting
Warning: If you select this option, your computer's privacy might be at risk.




5) Choose: “Change connection settings”
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&5 L‘.-TF‘ Manually connect to a wireless network:
Successfully added lu
% Connect to..
Open the "Connect to a netwerk” dialeg se I can connect.
% Change connection settings [y
Open the connection properties so thatI can change the settings.

6) On the lu Wireless Network properties window, choose the Connection tab and be sure to
check the box for Connect automatically when this computer is in range. Uncheck
the boxes for “Connect to a more preferred network if available” and “Connect even if the
network is not broadcasting”.

lu Wireless Netwerk properties ==

Connection | Security

Mame: Iu

S5I0: lu

Metwork Type: Access point
Metwork Availability: Al users

Connect automatically when this network is in range
[ Connect to & more preferred network if available

[ Connect even if the network is nat broadcasting

[ OK ][ Cancel ]

Choose the Security tab. Verify the options as below:

Security type: 802.1x

Encryption type: WEP

Authentication method: Protected EAP (PEAP)

Check the box for Cache user information for subsequent connections to this network.



lu Wireless Network properties ==

Connection | Security

Security type: [802. 1% ']

Encryption type: [WEP ']

Choose a network authentication method:
[Protected E4P (pEAR) = [ settings...

Cache user information for subsequent connections
to this network

7) Click on Settings ... behind Protected EAP (PEAP)

8) On the Protected EAP Properties window,
a. Uncheck Validate Server Certificate

b. Verify the Authentication method is Secured password (EAP-MSCHAP v2)
c. Click on Configure... button

Protected EAP Properties ==

When connecting:

I [ validate server certificate I

Connect to these servers:

Trusted Root Certification Authorities:

(W] Class 3 Public Primary Certification Authority

[ Equifax Secure Certificate Authority

[ Equifax Secure Global eBusiness CA-1 E
[ GTE CyberTrust Global Root m
[ http:/fwww. valicert.com/

D IPS SERVIDORES

[E] Microsaft Root Authority -
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Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

| [Secured password (EAP-MSCHAP v2) V] [ Configure... ]l

Enable Fast Reconnect
[ Enable Quarantine checks
[ Disconnect if server does nat present cryptobinding TLY

oK | [ Cancel

9) Uncheck the option Automatically use my Windows logon name and password (and
domain if any), then click on OK to accept your changes.



EAP MSCHAPYZ Properties ==

'When connecting:

A Automatically use my Windows logon name and
password {and domain if ary).

[ 0K ] [ Cancel ]

10) On the Protected EAP Properties window, click on OK to accept the settings and close
the window.

11) On the lu Wireless Network Properties window, click on OK to accept the settings and
close the window.

12) A pop-up bubble should be displayed on your task bar indicating additional information is
required to connect to lu. Click the bubble.

ALl Additional information is required to connect to lu.
“==. Clickto provide additional information and connect

13) Enter your Lehigh UserID and Password.
Leave the field for Logon Domain blank.
Click on OK.

Enter Credentials @

Lser name: abc123

Password: LTI TYTY )

Logon domain:

ave this user name and password for future use

[ Ok ] [ Cancel ]

NOTE: You may receive a verisign Trust Network certificate warning .. if so, select OK.



14) In a moment, you should be connected to the lu wireless network.
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Open Netwerk and Sharing Center

You should also now see the connected to internet icon in the lower right corner of
Windows.

15) Close any remaining open network connections dialog windows.



