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Lehigh Overview

Founded in 1865. Private research

university located 90 miles west of
NYC

Ranked 35th in US News and World
Report 2009 “Guide to America’s
Best Colleges.”

Approx 4700 undergraduates, 1200

graduate students, 450 faculty and
1200 staff

Approx 80% Windows PCs, 15%
Mac and 5% other (Linux etc.)




@ I.EFHIGH Library & Technology Services
W vwiversiay Organizational Structure

Vice Provost
Library & Technology

Administration &
Advancement

Client Services

Library Systems &
Collections

Enterprise Systems

Technology Distance Education &
Management Faculty Development
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Why Encrypt?

Lehigh’s Committee Structure

PGP Pilot Program

PGP Implementation Plan

Issues and Roadblocks




M . EHIGH Why do we ne(.ed enc.ryp.ted. information in
UNTVERSITY educational institutions?

e University of Iowa College of Engineering - Some students are being
notified by the college that their personal information may have been
exposed in a recent computer breach. The compromised computer

contained a file with names and Social Security numbers of students
stored on its hard drive. (Sept 11, 2008)

Tennessee State University - A flash drive containing the financial
information and Social Security numbers of students was reported
missing. The flash, which contained financial records of TSU students

dating back to 2002. (Sept 12, 2008)

A hacker attacked the University of Indianapolis' computer system and

gained access to personal information and Social Security numbers for
11,000 students, faculty and staff. (Sept 30, 2008).

Source: Privacy Rights Clearinghouse




44 states with
‘&% LEHIGH security breach 1aws (s of 10/1/2008)

)
\/‘\? JEEEIEVEELR S (Puerto Rico and District of Columbia also have laws)

',

Consumers Union report as of 10/01/08

Reported breaches - 245,044,535 people affected since 1/15/05
see: http://www.privacyrights.org/ar/ChronDataBreaches.htm



Growth in number of individuals
LEHIGH affected by data breaches

Source: Privacy Rights Clearinghouse 2008
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—# Individuals Affected
(millions)

# States with Data Breach
Laws

2006 2007
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@f‘% LEHIGH Cost of Data Breaches
(5]

Source: Ponemon Institute, LL.C

Data Breach Cost (per record lost)

—Data Breach Cost

2006 2007 2008




M [L.EHIGH Lehigh’s Procedure in Case of a Data
UNIVERSITY BreaCh

Security Officer works with technical & legal staff to determine
the extent of the problem and if it requires a legal response

Lehigh technical staff determines the extent of the problem &
works to minimize damages — some action taken immediately

University Communications develops a communications plan —
reviewed by risk management and legal counsel — prepare for
media inquiries

Credit monitoring services offered to affected individuals for at
least 12 months — cost start around $15 per month

PA breach law states — name combined with SSN, DLN, or
credit card information constitutes a notifiable breach




@ LEHIGH Committee Structure

Adyvisory Council for Information
Services — sets university wide
information services policies

Advisory Council for
Information Services

Data Advisory Council — ensures data
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LEHIGH How Whole Disk Encryption Works

UNIVERSITY

Boot .
Process |:> Operating |:> B
System

Boot .
Process |:> Operating |:> B

Encryption Boot
Software |:> Process |:> Operating |:> B
Authentication System
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Why PGP Desktop and
Universal Server?

Desktop Platform Compatibility
— Macintosh and Windows compatibility (95% of users)

Limited Hardware Requirements for Server

— Universal Server installed in a virtual environment
Limited Server Administration
Server Policies and Customized Installers
Integration with Microsoft’s Active Directory
Easy recovery of encryption keys

Price
— Educational pricing is 50% off list (PGP Limited)




@;ﬁ? LEHIGH PGP WDE - A closer look

UNIVERSITY
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2 LEHIGH PGP Desktop

Q/UNIVERSITY

') PGP Desktop - PGP Disk.

File Edit View Tools Disk Help

*) NewPGPZip ¥ Verify PGP Zip | | Shred Files | .;‘?\ Search for Keys <, Sync Keys

B pop Keys 85 PGP Disk
> All Keys
eA My Private Keys

) New Virtual Disk
", Search for Keys

You may create as many virtual disks as necessary, each encrypted to
different keys or settings. While mounted the disk behaves like an
additional hard disk available to you. Unmounting your disk makes it
unavailable through Windows and any contents are kept PGP
encrypted even if someone gains access to your machine.

{# Email this Key

»

@'~ PGP Messaging

Encrypt Whole Disk or Partition

PGP provides the next level of security by encrypting your entire
physical drive. Everything on your disk will be encrypted including
your operating system, settings and caches - should your machine fall
into the wrong hands it will not be bootable. You now have the option

of selecting individual partitions, helpful in a multi-boot
configuration.

\@| peP zip

#1 New Virtual Disk
(8] Encrypt Whole Disk

Shred Free Space

PGP Shredder can shred the free space available on your disk. This is
important if you have used the Recycle Bin to delete any sensitive
data. Use this option to securely and permanently shred all traces of
files or folders you have previously deleted.




& LEHIGH PGP Desktop

UNIVERSITY

NN

File Edit View Tools Disk Help

*0) NewPGPZip ¥ Verify PGP Zip ‘ 5, Shred Files ‘ A\ SearchforKeys ) Sync Keys

hi o
G PGP Keys =0 ' Encrypt Whole Disk or Partition

> ALK
" 2 Select disk or partition to encrypt Encryption Options

A My Private Keys
Q, Search for Keys o ., [G(Boot) 74.5 GB Fixed Disk ("] Maximum CPU Usage
&) %452 | ATA Bus: STI80825AS ATA Device ({reduces time to encrypt)

& Email this Key [} Power Failure Safety
B {requires more time to encrypt)

@‘ PGP Messaging

f_?] PGP Zip

%] New PGP Zip
(9 Verification History
(=" Open a PGP Zip

> User Access

L;.L* PGP Disk - Enter the username or email address of a key

@ Add User Key...

o New Passphrase User...

@1 New Virtual Disk

Click New Passphrase User to add users
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Home > Internal Users

alr

ams1

bah0

brb0

cck208

cjm9

dab406

dafc

PGP Universal Server

Internal Users

Primary Email Address
alri@lehigh.edu
amsi@lehigh.edu

bah0@lehigh.edu

cck208@lehigh.edu
cjm9@lehigh.edu

dab406@lehigh.edu

dafc@Iehigh.edu

SKM

SKM

SKM

SKM

SKM

SKM

SKM

SKM

Internal

Reporting | Policy BVELIER Mail

Organization | Services | System

External Administrators

Showing Internal Users 1 - 25 out of 55

Key Size

2048 (RSA)
2048 (RSA)
2048 (RSA)

2048 (RSA)

2048 (RSA)

2048 (RSA)

2048 (RSA)

2048 (RSA)

Policy

Default

Default

Default

Default

Default

Default

Default

Default

m

Status

Published

Published

Published

Published

Published

Published

Published

Published

Last Use

10/27/2008 8:25 AM

08/28/2008 1:39 AM

10/15/2008 12:27 PM

10/24/2008 9:49 AM

05/06/2008 12:53 PM

10/27/2008 5:57 AM

10/27/2008 8:06 AM

10/27/2008 6:32 AM

Encrypted &

Encrypted
Encrypted

Encrypted

Unknown

Encrypted

Unencrypted

Unencrypted

advanced

Recovery Action

¢ ¢

geg&e
OO0 0O0000060 6

L
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PGP Universal Server

System Backups

Backups occur every day at 7:00 PM

Name

-

J

r:l PGP-Universal-Backup
I~} pgp2Backup

[©) PGP-Universal-Backup
n PGP-Universal-Backup
n PGP-Universal-Backup
n PGP-Universal-Backup
I~} PGP-Universal-Backup
1=} PGP-Universal-Backup
n PGP-Universal-Backup
ﬂ PGP-Universal-Backup
I=} PGP-Universal-Backup

ri PGP-Universal-Backup

Thu Feb 28, 2008 at 5:05 PM

Thu May 29, 2008 at 9:21 AM

Mon Oct 13, 2008 at 7:00 PM

Tue Oct 14, 2008 at 7:00 PM

Wed Oct 15, 2008 at 7:00 PM

Thu Oct 16, 2008 at 7:00 PM

Fri Oct 17, 2008 at 7:00 PM

Sat Oct 18, 2008 at 7:00 PM

Sun Oct 19, 2008 at 7:00 PM

Mon Oct 20, 2008 at 7:00 PM

Tue Oct 21, 2008 at 7:00 PM

Wed Oct 22, 2008 at 7:00 PM

Status

Restored

Restored

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Location

Local

Local

pgp1.cc.lehigh.edu
pgp1.cc.lehigh.edu
pgp1.cc.lehigh.edu
pgp1.cclehigh.edu
pgp1.cclehigh.edu
pgp1.cclehigh.edu
pgp1.cc.lehigh.edu
pgp1.cc.lehigh.edu
pgp1.cc.lehigh.edu

pgp1.cclehigh.edu

546 KB

2MB

2MB

2MB

2MB

2MB

2MB

2MB

2MB

2MB

2MB

Restore

()

QOO OOPOOOOPO

Delete

@ O

000006000600




LEHIGH PGP Universal Server

UNIVERSITY

PGP Desktop Options

These options apply to PGP Desktop users only. Some features may not be available if they are not part of your

license.
General | Licensing | Messaging & Keys | File & Disk | /1=

Disabling a feature will hide that feature in PGP Desktop.
PGP Whole Disk Encryption

Allow user-initiated whole disk encryption and decryption

["] Automatically encrypt Boot disk + atinstallation
Require: standard passphrase authentication -
(] Force maximum CPU usage
("] Force power failure safety
Allow + encryption of disks to existing Windows Single Sign-On password
["] Force encryption of removable USB disks
Enable Whole Disk Recovery Tokens

["] Encrypt disks to an administrator smart card key

Import a public PGP key file that may be used to access a Whole Disk Encrypted disk.
Accessing the disk requires the private portion of the PGP key to be on a supported smart
card.

Key: Import...




% LEHIGH PGP Pilot Program

UNIVERSITY
(October 2007 — May 2008)

100 Copies of PGP Desktop and Universal Server
— Funded by Library and Technology Services

3 Groups of individuals were 1dentified as testers

— Technical Users (first installation)
— Administrative Users (second installation)

— Academic Users (third installation)
Training was scheduled for each test group
Policies were set and a customized 1nstaller created
Hard drives were purchased to backup user data
Web-based Feedback form created using Cold Fusion
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UNIVERSTITY PilOt Program RESUItS

PGP was installed on 69 computers (54
users)

e 36 users provided feed back
— 51% reported no problems

— 15% reported encryption process
took too long

— 12% reported slowness opening
applications

— 10% reported slowness opening
drives

— 10% reported slowness on boot

— 2% reported errors while
encrypting drive
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PGP Pilot Survey
Response Rate: 40 %

Questions

Responses

What type of computer do you have?

Laptop: 36%

Desktop: 64%

How long have you been a PGP Whole Less than 3 3 to 6 months: More than 6
Disk Encryption user? months: 23% 46% months: 31%
Why did you decide to use the software? | Concern for my | My boss told me | Other: 32%
use of sensitive | I had to: 27%
data: 46%
Who installed your software? LTS: 64% Myself: 34% Other: 0%
Do you perform regular data backups? Yes: 27% No: 68% I Don’t know:
5%
If Yes, are your backups encrypted? Yes: 25% No: 50% I Don’t Know:
25%

How much of a concern is "Confidence of
Recovery of Encrypted Data" if you forget a
password or something happens to your
computer

A small concern
that can be easily
managed: 36%

A significant
concern that can
be managed :
22%

A huge concern
that will be
difficult to
manage: 22%




52 LEHIGH Proposed Implementation Plan

SENRIEVRE ERS TRy Encrypt all staff computers on campus

Install PGP on all mobile users first
(~ 400 laptops)
— Finish installing remaining 31 licenses on
university laptops (key areas)

— Purchase licenses to cover remaining
laptops and encrypt as soon as possible
Bundle the price of a PGP license with

the new purchase of each PC

PGP training for staff

Timeframe
— October-December 2008 (remaining
licenses)

— January 2009 — December 2009 mobile
users

— 1ncorporate license with new PC purchase
(3 year lifecycle)
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Issues and Roadblocks

User’s Time to Encrypt
— Encryption takes 1-3 hours

Computing consultant reluctance to
install the software

Computing Consultant time to perform
installations

Client reluctance to install software

Concern over recovery of data if file
corruption occurs

Development of a reliable client
backup solution
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What happens if a user forgets his/her
password?

What happens if a user changes his/her
password on and off campus?

How do we handle the installation for
campus users?

How do we handle encrypting external
USB devices?

What happens if a user encrypts a USB
device and uses a computer that
doesn’t have PGP?

Should we require user files be backed
up? If so, how?
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Contact Information

Gale Fritsche — gale.fritsche @lehigh.edu

Tim Foley — tim.foley @lehigh.edu




